Multipath SAN Solution:
Implementation Guide

This implementation guide describes how to setup a
SAN Solution in a Non Clustered, Multipath
environment.
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INTRODUCTION Below is an Example configuration of a multi path SAN Environment:
e 1x Windows 2000 Server (QLogic QLA2340)
e 1xWindows 2003 Server with Exchange (QLogic QLA2340)
e 1x Windows 2003 Server with File and Print Server (QLogic QLA2340)
e 1x S700F (Dual Loop, Two Controller)
e 1x Brocade SlikWorm 3800

This is only a SAN setup, there is no Cluster Function at all in the Configuration
and every Server is assigned a dedicated RAID Array for exclusive use.

There will be multiple paths from the Windows 2000 and Windows 2003 Server
Systems to the Storage Box so we need to be careful about which QLDirect
driver and SANsurver Software from QLogic to use. QLDirect together with
SANsurver Software are free tools which are used to provide fail over cover
between the different paths. We will set up the Adaptec SSD Software (2.1) on
the Windows 2000 Server. SSD stands for Spheras Storage Director and it’s the
Raid Management Software for the S700F Storage Box.

A special Registry string will also need to be set for this configuration to
correctly show the Multi path access to the storage.

The configuration is shown below :-
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Who should read this Guide?

This configuration guide is intended for:

e Acer field site engineers who are installing and configuring Non Clustered
Multipath San Solutions

e Acer Solution Partners who are providing technical solutions to customers




WHAT IS MULTI PATH ?

Whenever there are several paths from one Server to the disk drives we talk
about a multi path. In this example, we have multiple paths because even
though we only have one fibre channel cable coming from each Server to the
Fabric Switch, there are two cables from the Switch to the Altos S700F unit. To
have even more fault tolerance we could of course add a second controller to
each server and connect it to a second Fabric Switch that can access the Altos
S700F.

Without additional Software installed, Microsoft Windows 2000 and also
Windows 2003 Server will find the available Disk through two different paths
and even though it is the same Disk / Array it would be listed twice in the Disk
Manager utility. To avoid this and also provide a fail over between the
different paths we recommend using the QLDirect Driver.

QLogic QLdirect multi-path driver provides HBA failover and high availability
(HA) on QLA234x FC HBA(s). The following version has been tested with
Windows 2000 and with Windows Server 2003 in non-cluster configuration. The
QLogic SAN configuration utility (SANsurfer) is used to specify the primary and
alternate paths for to access each target device. QLdirect will detect certain
error status codes and miniport events, and retry failed 10 operations on the
alternate path. QLdirect will hide the alternate path from Windows to keep
Windows from configuring in a second copy of a device. The tested
configurations and procedures will be outlined in this document.

Tested Configuration

Qlogic FC HBA QLA2340 & QLA2342

QLogic BIOS 1.34

SCSI Miniport Driver 8.2.3.11 for Windows Server 2003 and Windows 2000
QLdirect Driver 8.01.12 for Windows Server 2003 and Windows 2000
SANsurfer utility 2.0.27

S700F RAID Controller 9.40.00

F/W

QLogic BIOS Setting Verification
e Check the QLogic BIOS version is 1.34.

e In general, the default QLogic BIOS settings should be applied.




SCSI Miniport Driver Installation

Make sure the driver version is 8.2.3.11

The following Windows Registry setting is applied for multi-path
configuration. A re-boot is required after a Windows Registry setting

change.

\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ql2300\Par

ameters\Device

DriverParameters: UseSameNN=1; BusChange=0; FixupInquiry=1
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Notes:

buschange=0 (ensures the OS doesn’t remove the device prior to fail-

over)

fixupinquiry=1 (allows the devices to be detected the same by both

HBA's.)




QLdirect Driver Installation

. Install QLdirect driver version 8.01.12

Welcome to QLDIRECT Setup

This program will install ILDIRECT on your computer. [tz
ztrongly recommended that pou exit all Windows programs
before running this Setup program.

Mest » Cancel |

QLDIRECT Setup

Chooze Boot Load Time

Select when the gldirect driver iz loaded during
ayztem initialization.

" BOOT_START %
* AUTO_START

BOOT_START must be zelected when running with

the Clanion CLATF or Dell Opentd anage ATF falover driver.
Thiz driver has not been found on thiz system.  The default
walue iz guitable for most zpsteme, and allows the greatest
level of ophimization in the gldirect driver.

[mztallShield

< Back | Mest » I Cancel




SANsurfer Installation & Configuration

Install SANsurfer version 2.0.27.

Launch SANsurfer Console and "Configure" the LUN/Path and
"Save" the configuration with the default password "config". When
you do this for the first time you will see an error message. This is
normal as your fail over has not been configured correct before.
You will not see this error message when you change the
configuration at a later stage. For the details, please refer to
“SANsurfer Applications User’s Guide”.

You can then check the Multi-path function verification by
disconnecting the primary path (unplug the cable) and see the
preferred path change to the alternate path, allowing continuous I/0
access to the disks.

Note: You can only verify the configuration after the set up of all the Arrays/
LUN’s is complete. We also recommend to do the configuration again after all
LUN’s are configured and you set up the desired LUN masking.

For More Information

QLA234x User’s Guide

2. SANsurfer Application User’s Guide




MULTILINGUAL SUPPORT

FOR SSD UTILITY

The SSD Utility doesn’t have multilingual support as such. For the Software to
run and be able to configure RAID Arrays and LUN's, the logon user must have
administrator rights. If you have an Operating System that is not English you
need to create the Group “Administrators” and place the User Account of your
system Administrator into this Group.

So for example, with German version of Windows 2000 you will find the
default User Account for the Administrator named “Administrator” in the
Group “Administratoren”. Once you have created the Group of
"Administrators” you also need to add the User account of “Administrator”
into this Group. Once the account is in both groups and you have set a
password that is not blank you will be able to start the SSD Utility and log on
to it.
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INSTALLATION AND SSD Installation
CONFIGURATION OF YOUR We've already mentioned the workaround for the different OS language
SSD UTILITY versions and their spelling of Administrator, the next two points which need to

be noted when installing the Software are :-

1. Select to install “ALL” when asked about SSD Server & Client :-

ol
Choose the setup type that best suits your needs.
@ al

Selecting this option will install both the Spheras Storage Director
Server and the Spheras Storage Directar Client.

™ Bpheras Storage Director Server

@ Selecting this option will installthe Spheras Storage Director Server.

™ Bpheras Storage Director Client

@ Selecting this option will installthe Spheras Storage Director Client.

ImstallShield
Cancel
2. Select the IP Address of the server on which you installed the SSD
Software. In our case it was as below :-
& Spheras Storage Director Installer 2.1 {(Adaptec Beka 3) -|0) =

b order 10 connect the cliantto s Samnveryau must st know tha 10 [P address ar
resolvable name) ofthe serer.

Pleage entarthe P address orname ofthe machine yousvich 10 connect to;

|192.168.1.20

InsizllShreld

~back |{THats | cancel

3. Please follow the Instructions of the Software and launch the Utility.




Configuring RAID Array
1. Right-click on the controller, select Configure Storage -> Manually.

2. Select the drives that you want to add to the array, click on Add to
array and Next

3. Click on New Logical Drive and Next to use the default setting.

4.  Following the instructions to finish the RAID creation and you will see
the listed in SSD. Repeat the step 1 — 3 to configure the arrays as you
need. At first please make sure you select “Enable All” in the LUN/
Host Masking (once all LUNs are set up and all Servers are connected
you can also set up the LUN masking).

For More Information

1. Spheras Storage Director User Guide.




ALTOS S700F LUN Altos S700F can create many LUN(s) and these LUN(s) can be assigned to the
MASKING different servers for their own usage. LUN masking is a mechanism by which
you assign a LUN to the specific server(s) securely. There is an important
principle in that the server’s first LUN from Altos S700F must be numbered “0".
If the first LUN number is not 0, than the “PSEUDO SCSI Disk” would be
generated by Windows 2003 in addition to “EUROLOGC FC2502 SCSI Disk
Device” :-
O computer Management =100 x]
e~ AEFS 2 8=
[E] Computer Management (Local}

= m Swstern Toals
@ Event Viewer

Shared Folders
Local Users and Groups

g Performance Logs and Alerts

REOOWZES
- yj Computer
[ Disk dri

g EURCLOGE FC2502 SCSI Disk Device %
“ge SEAGATE 5T318436LC SCSI Disk Device
Display adapters

"5 DVDJCD-ROM drives

=4 Floppy disk controllers

5 Floppy disk drives

=) IDE ATA/ATAFT controllers

Keyboards

y Mice and other pointing devices

Monitars

8 Network adapters

-5 Prts (COM & LPT)

-5 Processors

[#-€2a 5C5T and RAID controllers

=@, sound, viden and game controllers

[ vy System devices

[#-8gF Universal Serial Bus controllers

... Device Manager
E@ Storage
=3 Removable Storage
Disk Defragmenter
Disk. Management
@ Services and Applications

and then the "Unreadable Disk” would be displayed in Windows Server 2003
Disk Management. :-

E_ Computer Management ] alglﬁl
g File Action ‘iew Window Help |;|i|1|

e- | Dm 2 N B

@ Camputer Management (Localy Yolume: | Layaut | Type | File: System | Status | Capaciks I Free Space | % Free | Faulk Toleranc
Em System Tools =D (T Partition  Basic NTFS Healthy {System) 4.00GE  2.51 GB 70 % Mo

=J(E:) Partition Basic MTFS Healthy {Boot) 463 GE  2.94 GB &0 Mo

=] Shared Folders

% Local Users and Groups

= Performance Logs and Alerts

g Device Manager

& Storage
=3¢ Removable Storage
Disk, Defragmenter
Disk Management
8} Services and Applications 1 | L!
N
ToDisk 0
Unknawri m|
Unreadable Help
“Ppisk 1
Basic {C:) (E:)
17.10 GB 4.00 GB NTFS 4.68 GE NTFS §.22 GB
Online Healthy (System) Healthy (Book) Free space
Zpisk 2
Basic
101.66 GB 101,66 GB
Online Unallocated
-
W Unallocated [l Primary partition [l Extended partition [ Free space [l Logical dive —1
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For our configuration we used the following setup :-

LUNO LUN O

WinZk Server - - Win2k3 Server

=
"

LUNO

- Win2k3 Server

FC HBA(s)
QLA2340

FCHBA(S)
QLA2340

FCHBA(S)
QLA2340

Logical Drive 0 Logical Drive 1 Logical Drive 2
LUN O LUNO LUN O

So as you can see, even though the two Windows 2003 servers were using

Logical drives 1 and 2, they were assigned as LUN 0. When looking at the SSD
Software you can see the 3 x Logical drives :-

DSpheras Storage Director DHDSU'LUN Mapping

=
Group  Server Controller  Ewent T

el a Path: All Serversi 82 166.1 200ControllersiController 12c518

T —
FOE
Resources:
%rﬁ Console Host Access Sefting
E-EE] AN servers
= @ 1921684 20 ’V V Enahilz Al | x Dizable A | - Custam |
- Events
=8 artrollers Logical Drives
= Mame RAID I Capacity I Host .ﬂ\ccassl
Everts Logical Drive 0 RAD 5 524.5 GB Custom
BBE Task Monitor Lagical Drive 1 RAID 5 203.4 GB Custom
Logical Drives Logical Drive 2 RAID S 2034 GB Custatn
Arrays
Physical Drives
BBU=
Enclosures
Select & logical drive to enable, disable, or customize host access by LURN.
1 2]

ok || Cancel | Helo

11



Then when you select the LUN Mapping table you should see the following
screen, showing each LUN as being LUN 0 and having only one server assigned
to them. Hence, each server has a unique LUN on the external storage Box.

Dtustom LUN Mapping _ - ll

BBRE Path: Al Serverst192.168.1 20\CortrollersiCortroller 120518

- Controller Slot:Port
L]

10

~LUM Mapping Takle

Host Idertifisr Type: IHost Marme 'I

Status Iddentifier a 1 2
Azsighned Lun z x X
&1l hosts allowed H O H H
Cornected 2000 00203k 10d4a2 C v [ ]
Cornected 2000 0008k 130416 || C v
Connected 2000 0008k 10dcaz v ] B

Ok | Cancel I Helgp |

Note: When you configure the LUN Masking you must have all Servers
connected to your SAN. You can identify the Server by the World Wide Port
Name of the Controller.
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MULTIPATH VERIFICATION To view the Multipath setup, just launch the SanSurfer utility :-

Initial Start Dialog - SANbox Manager x|

SANbox Manager

Fibre Channel Fabric Management

Select inttial option:

i1 Open existing fabric [requires ip address, login, and password]
i1 Open existing fabric view file

% Start application without specifying a fabric

[_| Don't show this dialog again

Proceed Cancel Help

Select to connect to local host and you should then see the two alternative
paths to the data :-

§5ANblade Manager 18| x|
File Host \iew Help

© T =B @ - gﬁﬁ"/

Si ity
Conhect Configure  Events Alarms  Refresh Ll
HBA | FCFabrics | || nformation | LUNList
&, Hostr700-2000 1 Host  r700-2000 Node Name 20-00-00-E0-8B-10-D4-A2
- & Adapter QLAZ340 : Adapter - OLA2340 Port Name  21-00-00-E0-BE-10-Dd-A2
© (i3 Disk (22-00-00.
©- &3 Disk (24-00-00{ Alarm Log... PortID 01-08-00
Disconnect
Ccurrent Path...
Configure Product ID: FC3502
Refrash
Polling...
(e e (eI S T T L T (B Node Name:  20-00-00-80-E5-12-CD-35
Open Group...
Save Group...
Load From File... PortName:  22-00-00-80-E5-12-CD-35
Save To File...
Save To Text File...
Compare Host...
options... (] !
Device Diagnostics y P
4] 7 ¥
Disk {22.00-00-80-E5-12-CD-35)
iﬂstartm :ﬁ @ I‘_:,H H @Spheras Star,, | R Spheras Stor...l @9 - Paink ” @SANhlade «%. ‘{,25, 3‘% 14:53
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On selecting the current path you will see the path the data traffic takes :-

£& sanblade Manager - r700-2000 oy ] 4|
Mode Mame Adapter 0
L Diewice 20-00-00-30-E5-12-C0-35
o Lun 0
o8 72-00-00-80-E5-12-CD-34 8Current:Preferred
B 74-00-00-80-E5-12-C0-35 Preferred

A simple test to verify that you do indeed have multi path access to the
external storage is to copy files from your server onto it's assigned LUN 0 on

the Altos S700F.

Checks the LEDs on the front of the FC Switch to see which port the traffic is
on. After detecting the flashing LED on the port connected to the active I/O
Module of the S700F, just disconnect that cable. The copy process should stall
for a second or two and then you will see the LED port of the second I/O
Module of the S700F start flashing. A pop up window will appear in SANSurfer

asking you to refresh the configuration :-

% sanblade Manager - r700-2000

Node Name [ Adaptar 0

@ Device 20-00-00-80-E5-12-C0-35
L Lun 0
B 72-00-00-80-E5-12-C0-35 8 Preferred
o8 74-00-00-80-E5-12-CD-35

Current : Preferred

Configuration Change

Would you like to refresh the Configuration for Host: r700-2000.

Restdauer:

= ] Etartl

| ) & =3 H Elspher... | Bispher... | Fiz-p... |[Esanbl.,  Ssanbl.. | Syt | copatent. |
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You shall then see that the current preferred path has changed :-

{2 5aNblade Manager - = ~=lolx]|

File Host View Help

O T m & - i

Connect Configure Events Alarms Refresh

;| Information 1
s Host r700-2000 : Host r700-2000 Mode Hame  20-00-00-E0-8B-10-D4-A2
Fmscanoraiant g ol
&2 Device (22-00-00-8)| ¢ =lolx]
© [ Disk (24-00-00-80-1| - i Mode Name Adapter 0
|-6| 9 & Device 20-00-00-80-E5-12-C0-35
@ BlLuno
o8 77-00-00-80-E5-12-C0-35
ofE 24-00-00-80-E5-12-C0-35 (@ Current : Preferred

| »

4] :
Disk {24-00-00-80-E5-12-CD-35)

You will then see the data copying process continue as normal and you will see
the traffic on the new port connected the second I/O port. The file size of the
copied data on LUN 0 should be the same size as the original copy on the
server.

Congratulations, you have now setup a Non Clustered Multi path San Solution
and proven it's fail over capability.
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